
 
 

City of Dillingham  April 10, 2020 
Council Workshop Page 1 of 1 

Alice Ruby, Mayor 
 

Council Members  

 Chris Napoli (Seat A)  Bill Rodawalt (Seat B)  Kaleb Westfall (Seat C) 
 Curt Armstrong (Seat D)  Andy Anderson (Seat E)  Gregg Marxmiller (Seat F) 

  
DILLINGHAM CITY COUNCIL 

 
Participate by dialing 888-392-4560; meeting code 57103 

Please MUTE your phone upon entering the call 
 

WORKSHOP  5:30 P.M. APRIL 10 2020 

 
1. CALL TO ORDER 
 
2. ROLL CALL 
 
3. MANAGER’S UPDATE: COVID-19 OPERATIONS 
 
4. ADJOURNMENT  
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April 6, 2020 
 
Office of Governor Mike Dunleavy 
3rd Floor, State Capitol 
PO Box 110001 
Juneau, AK  99811 
 
 
Re: Consider closure of the Bristol Bay commercial salmon fishery in 2020 
 
Greetings Governor Dunleavy: 
 
 Attached please find the emergency ordinance adopted by the Dillingham City Council on Thursday, 
April 2, 2020 and the Curyung Tribal Council’s Disaster Declaration (Resolution 2020-11) adopted March 24, 
2020.   
 

The City Emergency Ordinance is an attempt to get control of entry into our community by requiring a 
permit.  It will be extremely difficult to manage and requires that we divert staff, funding and attention away 
from other critical activities.  We’re prepared to do that to reduce the impact to the residents in our community 
and region.   
 

The Curyung Tribal Council emergency declaration stipulates that all non-essential air travel into and out 
of the community of Dillingham cease by 12:01 a.m. March 26, 2020 and recommended this restriction apply to 
travel from other villages as well as from regional centers and Anchorage and apply to all forms of 
transportation including air travel, snow machine and other ground and water transportation. 

 
Obviously the community of Dillingham considers the current pandemic to be of utmost importance.  It 

is the reason we have taken very serious measures to try to limit exposure to our residents.  We’re prepared to 
take more stringent measures in the near future. 
 
 Governor Dunleavy, the upcoming commercial fishing season has three critical segments; fish, 
processors and fishermen/women. 
 

Fish.  They will come.   
 
Processors.  Processors that operate in our community will bring hundreds, if not thousands, of workers 
to and through Dillingham.  Currently your administration requires the submittal of a plan by every 
processor that will operate in the state in 2020.  We appreciate that processors have shared their plans 
with us out of concern and as a courtesy.  First, it is appalling that our community must rely on their 
corporate conscience to be a part of the planning process.  Our communities will be the FIRST to be 
impacted by a huge influx of processing workers.  While we appreciate the effort by some to consult 
with us, we should NOT have to rely on the courtesy of industry to be included in such a critical exercise.  
Second, we have considered many, many alternatives and we cannot foresee ANY plan that would avoid 
a significant impact to our community. There is no way to prevent a potential mass disease situation 
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when a few hundred people are in close proximity with each other.  There is no way that they can 
comply with Health Mandate 11 on Social Distancing.  Whether it is infection spread in the community 
by direct contact with residents during their travel to and within the community or whether it will by 
draining precious resources when processing employees becomes infected.  Consider also that it could 
involve a potential mass disease situation when a few hundred people are in close proximity with each 
other.  We must consider that we have limited medical resources in rural Alaska (and all of Alaska); 
including within the Bristol Bay region.  We must decide now whether those resources should be 
devoted to current residents or instead to a temporary labor force? 
 
Fishermen/women.  This is of great concern to our community.  Pursuant to the exemption included in 
the Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and National 
Resilience in COVID-19 Response Version 1.0 issued by the Department of Homeland Security dated 
March 19, 2020, fishermen are considered Critical Infrastructure Workers and there is a question as to 
whether we may control or limit their entry into and movement around our community.   That means 
that Dillingham and our neighboring communities will soon be inundated by the entry of thousands of 
people; some or all who may be carriers of the Corona Virus.   Our community does not have the 
capability to control the movement of this group.  This is unacceptable and places us in an impossible 
situation.  If your office is not prepared to address this critical problem, then we may find the need to do 
so.  We don’t want to find ourselves in conflict with the State of Alaska, especially when our objectives 
are the same.   

 
The City of Dillingham and Curyung Tribal Council want to keep the residents of our community, our 

region and our state safe.  We request that you take immediate action to control the impacts of the entry of the 
virus to our state, our region and our community by serious consideration to closing the upcoming Bristol Bay 
commercial salmon fishery.   

 
Please consider that we are at a point where a decision must be made.  A delay will bring us so close to 

the opening of the fishery that any alternatives will be impossible.  Acting now will allow us to consider the 
following; should we devote our limited resources to attempting to control the fishery or, instead, should we 
devote our attention to mitigating economic impacts of not having a fishery.   There are economic stimulus 
efforts on the national, state and local level that might be mobilized to mitigate the impact to the industry, to 
the state and to individuals.  By waiting to make a decision, you put all of us at the end of the line, so to speak. 
 

I cannot emphasize enough that the community of Dillingham asks that you immediately assess the 
closure of the Bristol Bay commercial salmon fishery in 2020.  The community of Dillingham is prepared to be 
part of that discussion.   
 
Sincerely, 
 
 
 
Alice Ruby        Thomas Tilden 
Mayor, City of Dillingham      First Chief, Curyung Tribal Council 
 
 
Cc:   Speaker of the House, Representative Bryce Edgmon 
 Senator Lyman Hoffman 
 Bristol Bay Partnership 
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4/7/2020 (2) Robin Samuelsen

https://www.facebook.com/robin.samuelsen.92 1/1

Robin Samuelsen
Yesterday at 12:33 PM · 

As we all are working to protect the people of Bristol Bay from this virus, the fishing season is just around the 
cornor, 13,000 people are coming into the bay for the fishing season.  I am a commerical fisherman along with my 
grandsons.  Fishing income is very important to me and my grandsons who are in college, paying for thier 
education is very important to them,  We know the virus is coming, Alaska lags behind the lower 48 states, and we 
are running out of time to do something.  Processors are spending hugh amount of dollars gearing up for the 
fishery.  Yes some of us are saying this year close the fishery and thier are some of us saying the fishery can 
happen.  Knowing the virus is coming, I think it is up to our Governor of the State of Alaska who should make the 
decision and that decision should be made by May1 "Bristol Bay salmon season is open or closed for the season".  
We all need to know by May 1.  As a community leader in Bristol Bay I see all sides of this issue.  However our 
health is the most important thing we have, not cars, not boats or dollars, our health is the most important thing we 
have.  If this fishery happens than we need all the folks tested before they come into Bristol Bay.  The 14 day stand 
down rule is not going to be followed by everyone.  We already see folks breaking that rule.  I know a lot of folks 
are working on this issue and Thank You, however I strongly feel that the Governors needs to step up and let us all 
know what he is thinkin by May1.  Our communities are standing by Governor, its time to act.

72Tessa Nickerson, Jean Barrett and 70 others 25 Comments 25 Shares

Like
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Responses from processors 
Inbox x 

 

Alice Ruby 
 

Tue, Apr 7, 8:34 AM (2 days ago) 
 
 
 to City, Lori 

 
 

 
 
Response from Ben Blakey, Northline Seafoods 
Thank you for the message. I totally understand the position of the Tribe and of the 
Dillingham City Council. Here in Sitka (on an island, one airport in and out) I have had 
numerous conversations with my friends and family in the community about how our 
isolation makes us feel more secure. The cruise ships are mostly shut down, and I feel 
better knowing that my mother and father in-law who are over 65 and have lung issues 
are better off due to the fact that less people will be showing up on our shores this 
summer. At the end of it all, nothing can replace the loss of human life and the ones we 
love. I will do whatever I can to help - Northline Seafoods exists because a watershed-
resident fleet was willing to entrust their fish and their livelihoods to my dream of 
changing the salmon industry. I will not forget that, and regardless of what happens I will 
support whatever position community leaders determine is best for the region.    
 
Response from Travis Roenfanz, Peter Pan Seafoods 
Thanks for the heads up on this. 
 
Response from Nicole Kimball, Pacific Seafood Processors Association 
I received the documents, thank you. I have provided them to PSPA member companies. I know they 
appreciate being able to work and operate in Dillingham and the Bay at large – it’s a critical wild salmon 
fishery for all. I know also they take the health and well-being of the community and its residents 
seriously. I could envision a focused effort on trying to create very stringent, shoot-for-the-moon 
protocols for fishermen, especially regarding quarantine, with some state leadership on protocols and 
enforcement. I appreciate your point today and hadn’t thought of it so clearly – that asking communities 
what they need is putting the onus on small, rural staffs to determine what is necessary to protect 
public health in a pandemic with constantly changing information. Thanks for all the time today, I really 
appreciate it.  

-- 
Alice Ruby, Mayor 
City of Dillingham 
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From: Alice Ruby <alice@bbedc.com> 
Date: Tue, Apr 7, 2020 at 2:19 PM 
Subject: RE: stance 
To: Michael Gottschalk <edc.nnvc@gmail.com> 
Cc: alice.ruby@dillinghamak.us <alice.ruby@dillinghamak.us> 
 

Thank you Michael.  We’re all getting kicked around a bit and I appreciate having some 

company.  

  

Alice 

  

From: Michael Gottschalk <edc.nnvc@gmail.com> 

Sent: Tuesday, April 07, 2020 12:47 PM 

To: Alice Ruby <alice@bbedc.com> 

Subject: stance 

  

Alice, 

  

I appreciate the stance that Dillingham and the curyung council have made!! The industry is not 

looking out for us. I will keep voicing my opinion for which i have been kicked around pretty 

good for. 

  

Thank you Alice 

 

  

-- 

Michael Gottschalk 

Economic Development Coordinator 

Naknek Native Village 

907-717-5658 

 
 
 
-- 
Alice Ruby, Mayor 
City of Dillingham 
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Phone 907-631-3648 ◊ Fax 907-631-0949 
 
 

Native Village of South Naknek 
P.O. Box 70029, South Naknek 99670 

 
Honorable M. Dunleavy 
Office of the Governor 
P.O. Box 110001 
Juneau, AK 99811-0001 
 
RE: 2020 Commercial Fishing Salmon Season – Bristol Bay 
 
Dear Honorable Dunleavy, 
 
The Native Village of South Naknek, located within the Bristol Bay Borough sees a surge of 
out-of-state fishermen and work crews every summer.  Because of the Corona Virus situation 
we now have, this is very worrisome to say the least. 
 
South Naknek is a commercial fishing village, however 90 percent of our local population is 
“at risk” which include elders and they would not survive if they contract COVID-19. 
 
The Bristol Bay Borough still does not have a plan in place to address this situation.  If they 
did have a plan, it would still not protect our local population of South Naknek, Naknek and 
King Salmon. The Borough is going to require a 14-day quarantine in their evolving plan; 
however, there is no proper place in Naknek, King Salmon or South Naknek to do this.  The 
only place for the out-of-state fishermen to go is to their boats currently docked in boat 
yards.  They cannot effectively quarantine themselves there as they are suggesting. 
 
These boats that are currently dry docked have no facilities for lavatory or washing clothes.  
They would have to leave their boats to use toilets, shower, do laundry and shop for food. 
 
A petition has been forwarded to your office that was just shy of 5,000 signatures to restrict 
out-of-state travelers into Bristol Bay.  The City of Dillingham and their Tribe; Cuyung has 
requested that you cancel the 2020 commercial fishing season.  South Naknek Village is doing 
the same for reasons stated.  If you are unwilling to close the season, at least keep it open 
only to local residents.  There are plenty of local residents with commercial fishing permits. 
 
Sincerely, 
 
 
 
Donald F. Nielsen, President 
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Lori Goodell <cityclerk@dillinghamak.us>

Fwd: Support for your letter to the governor
1 message

Alice Ruby <alice.ruby@dillinghamak.us> Wed, Apr 8, 2020 at 7:55 AM
To: Lori Goodell <lori.goodell@dillinghamak.us>

Another one for an information packet.  

---------- Forwarded message ---------
From: dayle sanborn <erinysnw@yahoo.com>
Date: Tue, Apr 7, 2020 at 9:03 PM
Subject: Support for your letter to the governor
To: <alice.ruby@dillinghamak.us>

Hi Alice,
I just read your letter to Governor Dunleavy! What a tough call for you to have to make! I just want to let you know that I
stand in full support of your position! Of course my family and I will miss fishing, but more than that we love and
appreciate the people of Dillingham and want what is ultimately the best for the region. Thank you for your strong and
wise leadership. If I can be of any help to you as mayor or as a friend, please let me know. 
Sincerely, 
Dayle Sanborn 
509-710-9304
PS. I recently got married and am living in Wasilla.

Sent from my iPad

-- 
Alice Ruby, Mayor
City of Dillingham
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From: Pilot Point Native Corp <sonny.ppnc@gmail.com> 
Date: April 8, 2020 at 9:01:13 PM AKDT 
To: "Rep. Bryce Edgmon" <Rep.Bryce.Edgmon@akleg.gov> 
Subject: Bristol Bay Comm Fish Closure 

 
Dear Rep. Edgemon, 
The Pilot Point Native Corp. supports Dillingham's position on closing the commercial 
salmon season in Bristol Bay for 2020. We feel there would be no way to mitigate a 
Covid-19 outbreak should one occur during the influx of processors and fishermen 
ariving from areas experiencing epidemic proportions of infections of the Covid-19 virus. 
Our Resolution 2020-02 attached 
Regards, 
Gust Griechen 
President, Pilot Point Native Corp. 
Pilot Point Native Corp Resolution 2020-02 attached 
 
-- 
Notice: This transmittal may contain confidential business related communications or may otherwise 

be privileged and confidential. If you are not the intended recipient, you are hereby notified that you 

have received this transmittal in error; any review, dissemination, distribution, or copying of this 

transmittal is strictly prohibited.  If you receive this communication in error, please notify us 

immediately by reply or telephone ( collect at 907-797-4090) and immediately delete this message 

and its attachments. Thank you. 
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PILOT POINT NATIVE CORPORATION
BOARD OF DIRECTORS
Resolution No. 2020-^^

(Supporting Closure of the Bristol Bay Commercial Salmon Fishery in 2020)

WHEREAS the COVID-19 pandemic is now sweeping through Alaska; and

WHEREAS the shareholders of Pilot Point Native Corporation, many of whom are
commercial fishers, and virtually all of whom are desc endants of the few survivors of the
I9I8 Spanish Flu pandemic that swept through Bristol Bay, and in the process, killed
one-half of the Bristol Bay population, leaving thousands of orphans and destroying a
generation of our predecessors; and

WHEREAS thousands of outside fishermen and women, as well as processors and
processing crews travel from the tower 48 each year, and this year will threaten to travel
from areas experiencing epidemic proportions of infections of the COVID-19 virus, and

WHEREAS this Board is well aware that closing down the Bristol Bay
Commercial Salmon Fishery for this year will likely cause severe economic damage to
our community and our shareholders who participate in the Bristol Bay Commercial
Salmon Fishery; and

WHEREAS other communities in Bristol Bay, including the City of DilHngham
and Curyung Tribal Council, for and on behalf of the Native Village of Curyung
(DilHngham) have requested Governor Dunleavy to consider die closure of the Bristol
Bay Commercial Salmon Fishery in 2020 because of the threat that the COVID-19 virus
poses to the health of Bristol Bay communities; and

WTiEREAS notwithstanding Governor Dunleavy's March 27, 2020 directive and
Health Mandate 12 (intrastate travel) and Health Mandate 10 (interstate travel) it is
highly likely that even with required quarantines, the thousands of individuals who will
be traveling to Bristol Bay in just short of two months will bring the COVID-19 inleclion
with them to our Communities; and

NOW THEREFORE BE IT RESOLVED that fiiot Point Native Corporation
support the actions of the City of DilHngham and Cury ung Tribal Council in requesting
Governor Dunleavy to close the Bristol Bay Commercial Salmon Fishery in 2020 for the
health and safety of our communities and shareholdenq and

BE IT FURTHER RESOLVED that a copy of ihis resolution be immediately sent
to Governor Mike Dunleavy. House Speaker Bryce Eugmon, Senator Lyman Hoffman
and the Bristol Bay Partnership.
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ADOPTED at a lawfully held meeting of the Board of Directors of Pilot Point

Native Corporation on the 7-^dav of , 2020. at a Board
teleconference, Alaska, at which a quorum was present by a vote of _T_ in favor. ̂  In

oii^ositton, and in abstention.

resident

ATTEST: /'

Secretary

PPNC

Resolution 2020- Page 2 of2
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Lori Goodell <cityclerk@dillinghamak.us>

Fwd: Letter to State-Resolutions
1 message

Alice Ruby <alice.ruby@dillinghamak.us> Thu, Apr 9, 2020 at 8:37 AM
To: Lori Goodell <lori.goodell@dillinghamak.us>, City Manager <manager@dillinghamak.us>

---------- Forwarded message ---------
From: Ann Cornell <annbbedc@gmail.com>
Date: Thu, Apr 9, 2020 at 8:35 AM
Subject: Fwd: Letter to State-Resolutions
To: Alice Ruby <alice.ruby@dillinghamak.us>

Add to the information packet please.  

---------- Forwarded message ---------
From: Linda Halverson <nnvcpresident@gmail.com>
Date: Wed, Apr 8, 2020 at 10:11 AM
Subject: Fwd: Letter to State-Resolutions
To: <ben.stevens@alaska.gov>, <representative.bryce.edgemon@aklet.gov>, <senator.lyman.hoffman@alaska.gov>
CC: Ann Cornell <annbbedc@gmail.com>, Judy Jo Matson <nnvc.judyjo@gmail.com>, Patricia DeSoto
<patriciadesoto@yahoo.com>, Roylene Gottschalk <royleneg@hotmail.com>, <kendra.nnvc@gmail.com>,
<Ronelle.beardslee@bia.gov>, Her, Whitney <Whitney.Her@bia.gov>, John, Jolene <Jolene.John@bia.gov>,
<Randy.Yellowtail@bia.gov>, <Sarah.Walker@bia.gov>, <Evangelyn.Dotomain@ihs.gov>,
<Ramona.Vancleve@fema.dhs.gov>

To whom it may concern,

Attached are the Naknek Native Village Council's Resolutions declaring a Public Health Emergency and Restrictions to
Travel.
The NNVC has also written a letter to Governor Mike Dunleavy, requesting action on the rapidly approaching Commercial
Salmon Fishery in Bristol Bay. 
We appreciate your consideration, and look forward to hearing from you.

Best regards,

-- 
Linda Halverson
Council President
Naknek Native Village Council
PO Box 210
Naknek, Alaska 99633
PH: 1-907-246-4210
FAX: 1-907-246-3563
-- 
Ann Cornell-Forthofer
BBEDC Liaison/Lead Tribal Administrator
Naknek Native Village Council
P.O.Box 210
Naknek, Alaska 99633
907-246-4210

Page 21 of 50

mailto:annbbedc@gmail.com
mailto:alice.ruby@dillinghamak.us
mailto:nnvcpresident@gmail.com
mailto:ben.stevens@alaska.gov
mailto:representative.bryce.edgemon@aklet.gov
mailto:senator.lyman.hoffman@alaska.gov
mailto:annbbedc@gmail.com
mailto:nnvc.judyjo@gmail.com
mailto:patriciadesoto@yahoo.com
mailto:royleneg@hotmail.com
mailto:kendra.nnvc@gmail.com
mailto:Ronelle.beardslee@bia.gov
mailto:Whitney.Her@bia.gov
mailto:Jolene.John@bia.gov
mailto:Randy.Yellowtail@bia.gov
mailto:Sarah.Walker@bia.gov
mailto:Evangelyn.Dotomain@ihs.gov
mailto:Ramona.Vancleve@fema.dhs.gov


-- 
Alice Ruby, Mayor
City of Dillingham

4 attachments

Letter to State-Call to Action Fishery.pdf
666K

Resolution 2020-07.pdf
732K

Resolution 2020-10.pdf
810K

Resolution 2020-8.pdf
1249K
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Newsroom | Alaska Airlines

Alaska Airlines responds to Ravn
suspension of service

ANCHORAGE - With the announcement on Sunday of RavnAir Alaska stopping all operations, Alaska Airlines
expressed deep concern for the Ravn employees and communities in the state impacted by the news.

“Having served Alaska for 88 years, Alaska Airlines has a special appreciation for the unique reliance most
Alaskan communities have on air service,” said Brad Tilden, Alaska Airlines chief executive officer.  “During this
difficult moment, our hope is that air carriers across Alaska will make every effort to ensure continuity of service
to all the state’s remote communities.  We are committed to working with those airlines, the Governor’s
Aviation Advisory Board, Alaska Air Carriers Association, and the affected communities to connect Alaskans now
and into the future.”

Given the impact to residents of the state caused by the Ravn service suspension, Alaska Airlines, which
currently serves 19 communities in the state of Alaska, is announcing the following actions:

Alaska will maintain service to all points it currently serves in the state.
Alaska will continue service to Kodiak with its own aircraft.
Alaska will move up its normal summer seasonal service to King Salmon and Dillingham, starting earlier
than scheduled.
In support of the communities in the Aleutian Islands, as well as the seafood industry, Alaska is working
with partners and regulatory agencies to initiate service to Cold Bay with the intention of providing access
to Unalaska/Dutch Harbor. Service to Cold Bay will be with Alaska’s own aircraft.
Alaska is working with the seafood industry and other key sectors of the state of Alaska economy on
charter service to ensure critical work force movements during this period of reduced air service.
Alaska will review other markets impacted by the Ravn suspension of service to consider how best to
support affected communities.
Alaska Air Cargo, a unit of Alaska Airlines, is optimizing use of its 3 dedicated freighter aircraft in the state
of Alaska to ensure medical supplies, groceries and other essential shipments are delivered during this
period of reduced air service.
While currently under a hiring freeze driven by the COVID-19 crisis, Alaska Airlines’ human resources group
will nonetheless host a job fair for Ravn employees impacted by that company’s cessation of service. We
will work to provide these experienced airline workers with support in seeking new employment, including
connecting with other companies that may be hiring.

“We believe these are important steps that Alaska Airlines can take to support the infrastructure of the state of
Alaska and ensure the people and communities of the state remain connected during this incredibly challenging
time,” said Tilden.

Alaska Airlines and its regional partners fly 47 million guests a year to more than 115 destinations with an
average of 1,300 daily flights across the United States and to Mexico, Canada and Costa Rica. With Alaska
and Alaska Global Partners, guests can earn and redeem miles on flights to more than 900 destinations
worldwide. Alaska Airlines ranked "Highest in Customer Satisfaction Among Traditional Carriers in North
America" in the J.D. Power North America Airline Satisfaction Study for 12 consecutive years from 2008 to 2019.
Learn about Alaska’s award-winning service at newsroom.alaskaair.com and blog.alaskaair.com. Alaska Airlines
and Horizon Air are subsidiaries of Alaska Air Group (NYSE: ALK). 

For further information: Media Relations, 907-748-2079, newsroom@alaskaair.com

https://newsroom.alaskaair.com/2020-04-06-Alaska-Airlines-responds-to-Ravn-suspension-of-service?
fbclid=IwAR13X0ZQ2ZEcq4i_BcsF7BaCERIr8zOrmCU4ieilNoZmTgYFrvV4JxlojKo
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4/8/2020 COVID-19 Exploited by Malicious Cyber Actors | CISA

https://www.us-cert.gov/ncas/alerts/aa20-099a 1/10

TLP:WHITE

TLP:WHITE

More AlertsAlert (AA20-099A)
COVID-19 Exploited by Malicious Cyber Actors
Original release date: April 08, 2020

Summary
This is a joint alert from the United States Department of Homeland Security (DHS)
Cybersecurity and Infrastructure Security Agency (CISA) and the United Kingdom’s
National Cyber Security Centre (NCSC).

This alert provides information on exploitation by cybercriminal and advanced persistent
threat (APT) groups of the current coronavirus disease 2019 (COVID-19) global pandemic. It
includes a non-exhaustive list of indicators of compromise (IOCs) for detection as well as
mitigation advice.

Both CISA and NCSC are seeing a growing use of COVID-19-related themes by malicious
cyber actors. At the same time, the surge in teleworking has increased the use of
potentially vulnerable services, such as virtual private networks (VPNs), amplifying the
threat to individuals and organizations.

APT groups and cybercriminals are targeting individuals, small and medium enterprises,
and large organizations with COVID-19-related scams and phishing emails. This alert
provides an overview of COVID-19-related malicious cyber activity and o�ers practical
advice that individuals and organizations can follow to reduce the risk of being impacted.
The IOCs provided within the accompanying .csv and .stix files of this alert are based on
analysis from CISA, NCSC, and industry.

Note: this is a fast-moving situation and this alert does not seek to catalogue all COVID-19-
related malicious cyber activity. Individuals and organizations should remain alert to
increased activity relating to COVID-19 and take proactive steps to protect themselves.

Technical Details

Summary of Attacks
APT groups are using the COVID-19 pandemic as part of their cyber operations. These cyber
threat actors will o�en masquerade as trusted entities. Their activity includes using
coronavirus-themed phishing messages or malicious applications, o�en masquerading as
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trusted entities that may have been previously compromised. Their goals and targets are
consistent with long-standing priorities such as espionage and “hack-and-leak”
operations.

Cybercriminals are using the pandemic for commercial gain, deploying a variety of
ransomware and other malware.

Both APT groups and cybercriminals are likely to continue to exploit the COVID-19
pandemic over the coming weeks and months. Threats observed include:

Phishing, using the subject of coronavirus or COVID-19 as a lure,
Malware distribution, using coronavirus- or COVID-19- themed lures,
Registration of new domain names containing wording related to coronavirus or
COVID-19, and
Attacks against newly—and o�en rapidly—deployed remote access and teleworking
infrastructure.

Malicious cyber actors rely on basic social engineering methods to entice a user to carry
out a specific action. These actors are taking advantage of human traits such as curiosity
and concern around the coronavirus pandemic in order to persuade potential victims to:

Click on a link or download an app that may lead to a phishing website, or the
downloading of malware, including ransomware.

For example, a malicious Android app purports to provide a real-time coronavirus
outbreak tracker but instead attempts to trick the user into providing
administrative access to install "CovidLock" ransomware on their device.[1]

Open a file (such as an email attachment) that contains malware.
For example, email subject lines contain COVID-19-related phrases such as
“Coronavirus Update” or “2019-nCov: Coronavirus outbreak in your city
(Emergency)”

To create the impression of authenticity, malicious cyber actors may spoof sender
information in an email to make it appear to come from a trustworthy source, such as the
World Health Organization (WHO) or an individual with “Dr.” in their title. In several
examples, actors send phishing emails that contain links to a fake email login page. Other
emails purport to be from an organization’s human resources (HR) department and advise
the employee to open the attachment.

Malicious file attachments containing malware payloads may be named with coronavirus-
or COVID-19-related themes, such as “President discusses budget savings due to
coronavirus with Cabinet.rtf.”

Note: a non-exhaustive list of IOCs related to this activity is provided within the
accompanying .csv and .stix files of this alert.

Phishing
CISA and NCSC have both observed a large volume of phishing campaigns that use the
social engineering techniques described above.
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Examples of phishing email subject lines include:

2020 Coronavirus Updates,
Coronavirus Updates,
2019-nCov: New confirmed cases in your City, and
2019-nCov: Coronavirus outbreak in your city (Emergency).

These emails contain a call to action, encouraging the victim to visit a website that
malicious cyber actors use for stealing valuable data, such as usernames and passwords,
credit card information, and other personal information.

SMS Phishing
Most phishing attempts come by email but NCSC has observed some attempts to carry out
phishing by other means, including text messages (SMS).

Historically, SMS phishing has o�en used financial incentives—including government
payments and rebates (such as a tax rebate)—as part of the lure. Coronavirus-related
phishing continues this financial theme, particularly in light of the economic impact of the
epidemic and governments’ employment and financial support packages. For example, a
series of SMS messages uses a UK government-themed lure to harvest email, address,
name, and banking information. These SMS messages—purporting to be from “COVID” and
“UKGOV” (see figure 1)—include a link directly to the phishing site (see figure 2).

Figure 1: UK government-themed SMS phishing
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Figure 2: UK government-themed phishing page

As this example demonstrates, malicious messages can arrive by methods other than
email. In addition to SMS, possible channels include WhatsApp and other messaging
services. Malicious cyber actors are likely to continue using financial themes in their
phishing campaigns. Specifically, it is likely that they will use new government aid
packages responding to COVID-19 as themes in phishing campaigns.

Phishing for credential the�
A number of actors have used COVID-19-related phishing to steal user credentials. These
emails include previously mentioned COVID-19 social engineering techniques, sometimes
complemented with urgent language to enhance the lure.

If the user clicks on the hyperlink, a spoofed login webpage appears that includes a
password entry form. These spoofed login pages may relate to a wide array of online
services including—but not limited to—email services provided by Google or Microso�, or
services accessed via government websites.
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To further entice the recipient, the websites will o�en contain COVID-19-related wording
within the URL (e.g., “corona-virus-business-update,” “covid19-advisory,” or
“cov19esupport”). These spoofed pages are designed to look legitimate or accurately
impersonate well-known websites. O�en the only way to notice malicious intent is through
examining the website URL. In some circumstances, malicious cyber actors specifically
customize these spoofed login webpages for the intended victim.

If the victim enters their password on the spoofed page, the attackers will be able to access
the victim’s online accounts, such as their email inbox. This access can then be used to
acquire personal or sensitive information, or to further disseminate phishing emails, using
the victim’s address book.

Phishing for malware deployment
A number of threat actors have used COVID-19-related lures to deploy malware. In most
cases, actors cra� an email that persuades the victim to open an attachment or download
a malicious file from a linked website. When the victim opens the attachment, the malware
is executed, compromising the victim’s device.

For example, NCSC has observed various email messages that deploy the “Agent Tesla”
keylogger malware. The email appears to be sent from Dr. Tedros Adhanom Ghebreyesus,
Director-General of WHO. This email campaign began on Thursday, March 19, 2020.
Another similar campaign o�ers thermometers and face masks to fight the epidemic. The
email purports to attach images of these medical products but instead contains a loader
for Agent Tesla.

In other campaigns, emails include a Microso� Excel attachment (e.g., “8651 8-14-18.xls”)
or contain URLs linking to a landing page that contains a button that—if clicked—redirects
to download an Excel spreadsheet, such as "EMR Letter.xls”. In both cases, the Excel file
contains macros that, if enabled, execute an embedded dynamic-link library (DLL) to
install the “Get2 loader" malware. Get2 loader has been observed loading the “GraceWire”
Trojan.

The "TrickBot" malware has been used in a variety of COVID-19-related campaigns. In one
example, emails target Italian users with a document purporting to be information related
to COVID-19 (see figure 3). The document contains a malicious macro that downloads a
batch file (BAT), which launches JavaScript, which—in turn—pulls down the TrickBot
binary, executing it on the system.
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Figure 3: Email containing malicious macro targeting Italian users[2]

In many cases, Trojans—such as Trickbot or GraceWire—will download further malicious
files, such as Remote Access Trojans (RATs), desktop-sharing clients, and ransomware. In
order to maximize the likelihood of payment, cybercriminals will o�en deploy ransomware
at a time when organizations are under increased pressure. Hospitals and health
organizations in the United States,[3] Spain,[4] and across Europe[5] have all been recently
a�ected by ransomware incidents.

As always, individuals and organizations should be on the lookout for new and evolving
lures. Both CISA[6],[7] and NCSC[8] provide guidance on mitigating malware and
ransomware attacks.

Exploitation of new teleworking infrastructure
Many organizations have rapidly deployed new networks, including VPNs and related IT
infrastructure, to shi� their entire workforce to teleworking.

Malicious cyber actors are taking advantage of this mass move to telework by exploiting a
variety of publicly known vulnerabilities in VPNs and other remote working tools and
so�ware. In several examples, CISA and NCSC have observed actors scanning for publicly
known vulnerabilities in Citrix. Citrix vulnerability, CVE-2019-19781, and its exploitation

Page 46 of 50

https://www.bleepingcomputer.com/news/security/trickbot-malware-targets-italy-in-fake-who-coronavirus-emails/
https://securityboulevard.com/2020/03/maze-ransomware-continues-to-hit-healthcare-units-amid-coronavirus-covid-19-outbreak/
https://www.computing.co.uk/news/4012969/hospitals-coronavirus-ransomware
https://www.bleepingcomputer.com/news/security/covid-19-testing-center-hit-by-cyberattack/
https://www.us-cert.gov/ncas/tips/ST18-271
https://www.us-cert.gov/Ransomware
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks


4/8/2020 COVID-19 Exploited by Malicious Cyber Actors | CISA

https://www.us-cert.gov/ncas/alerts/aa20-099a 7/10

TLP:WHITE

TLP:WHITE

have been widely reported since early January 2020. Both CISA[9] and NCSC[10] provide
guidance on CVE-2019-19781 and continue to investigate multiple instances of this
vulnerability's exploitation.

Similarly, known vulnerabilities a�ecting VPN products from Pulse Secure, Fortinet, and
Palo Alto continue to be exploited. CISA provides guidance on the Pulse Secure
vulnerability[11] and NCSC provides guidance on the vulnerabilities in Pulse Secure,
Fortinet, and Palo Alto.[12]

Malicious cyber actors are also seeking to exploit the increased use of popular
communications platforms—such as Zoom or Microso� Teams—by sending phishing
emails that include malicious files with names such as “zoom-us-zoom_##########.exe”
and “microso�-teams_V#mu#D_##########.exe” (# representing various digits that have
been reported online).[13] CISA and NCSC have also observed phishing websites for
popular communications platforms. In addition, attackers have been able to hijack
teleconferences and online classrooms that have been set up without security controls
(e.g., passwords) or with unpatched versions of the communications platform so�ware.
[14]

The surge in teleworking has also led to an increase in the use of Microso�’s Remote
Desktop Protocol (RDP). Attacks on unsecured RDP endpoints (i.e., exposed to the internet)
are widely reported online,[15] and recent analysis[16] has identified a 127% increase in
exposed RDP endpoints. The increase in RDP use could potentially make IT systems—
without the right security measures in place—more vulnerable to attack.[17]

Indicators of compromise
CISA and NCSC are working with law enforcement and industry partners to disrupt or
prevent these malicious cyber activities and have published a non-exhaustive list of COVID-
19-related IOCs via the following links:

AA20-099A_WHITE.csv
A20-099A_WHITE.stix

In addition, there are a number of useful publicly available resources that provide details
of COVID-19-related malicious cyber activity:

Recorded Futures’ report, Capitalizing on Coronavirus Panic, Threat Actors Target
Victims Worldwide
DomainTools’ Free COVID-19 Threat List - Domain Risk Assessments for Coronavirus
Threats
GitHub list of IOCs used COVID-19-related cyberattack campaigns gathered by GitHub
user Parth D. Maniar
GitHub list of Malware, spam, and phishing IOCs that involve the use of COVID-19 or
coronavirus gathered by SophosLabs
Reddit master thread to collect intelligence relevant to COVID-19 malicious cyber threat
actor campaigns
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Tweet regarding the MISP project’s dedicated #COVID2019 MISP instance to share
COVID-related cyber threat information

 

Mitigations
Malicious cyber actors are continually adjusting their tactics to take advantage of new
situations, and the COVID-19 pandemic is no exception. Malicious cyber actors are using
the high appetite for COVID-19-related information as an opportunity to deliver malware
and ransomware, and to steal user credentials. Individuals and organizations should
remain vigilant. For information regarding the COVID-19 pandemic, use trusted resources,
such as the Centers for Disease Control and Prevention (CDC)’s COVID-19 Situation
Summary.

Following the CISA and NCSC advice set out below will help mitigate the risk to individuals
and organizations from malicious cyber activity related to both COVID-19 and other
themes:

CISA guidance for defending against COVID-19 cyber scams
CISA Insights: Risk Management for Novel Coronavirus (COVID-19), which provides
guidance for executives regarding physical, supply chain, and cybersecurity issues
related to COVID-19
CISA Alert: Enterprise VPN Security
CISA webpage providing a repository of the agency’s COVID-19 guidance
NCSC guidance to help spot, understand, and deal with suspicious messages and
emails
NCSC phishing guidance for organizations and cyber security professionals
NCSC guidance on mitigating malware and ransomware attacks
NCSC guidance on home working
NCSC guidance on end user device security

Phishing guidance for individuals
The NCSC’s suspicious email guidance explains what to do if you've already clicked on a
potentially malicious email, attachment, or link. It provides advice on who to contact if
your account or device has been compromised and some of the mitigation steps you can
take, such as changing your passwords. It also o�ers NCSC's top tips for spotting a
phishing email:

Authority – Is the sender claiming to be from someone o�icial (e.g., your bank or
doctor, a lawyer, a government agency)? Criminals o�en pretend to be important
people or organizations to trick you into doing what they want.
Urgency – Are you told you have a limited time to respond (e.g., in 24 hours or
immediately)? Criminals o�en threaten you with fines or other negative consequences.
Emotion – Does the message make you panic, fearful, hopeful, or curious? Criminals
o�en use threatening language, make false claims of support, or attempt to tease you
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into wanting to find out more.
Scarcity – Is the message o�ering something in short supply (e.g., concert tickets,
money, or a cure for medical conditions)? Fear of missing out on a good deal or
opportunity can make you respond quickly.

Phishing guidance for organizations and cybersecurity
professionals
Organizational defenses against phishing o�en rely exclusively on users being able to spot
phishing emails. However, organizations that widen their defenses to include more
technical measures can improve resilience against phishing attacks.

In addition to educating users on defending against these attacks, organizations should
consider NCSC’s guidance that splits mitigations into four layers, on which to build
defenses:

1. Make it di�icult for attackers to reach your users.
2. Help users identify and report suspected phishing emails (see CISA Tips, Using Caution

with Email Attachments and Avoiding Social Engineering and Phishing Scams).
3. Protect your organization from the e�ects of undetected phishing emails.
4. Respond quickly to incidents.

CISA and NCSC also recommend organizations plan for a percentage of phishing attacks to
be successful. Planning for these incidents will help minimize the damage caused.

Communications platforms guidance for individuals and
organizations
Due to COVID-19, an increasing number of individuals and organizations are turning to
communications platforms—such as Zoom and Microso� Teams— for online meetings. In
turn, malicious cyber actors are hijacking online meetings that are not secured with
passwords or that use unpatched so�ware.

Tips for defending against online meeting hijacking (Source: FBI Warns of Teleconferencing
and Online Classroom Hijacking During COVID-19 Pandemic, FBI press release, March 30,
2020):

Do not make meetings public. Instead, require a meeting password or use the waiting
room feature and control the admittance of guests.
Do not share a link to a meeting on an unrestricted publicly available social media post.
Provide the link directly to specific people.
Manage screensharing options. Change screensharing to “Host Only.”
Ensure users are using the updated version of remote access/meeting applications.
Ensure telework policies address requirements for physical and information security.

Disclaimers
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This report draws on information derived from CISA, NCSC, and industry sources. Any
findings and recommendations made have not been provided with the intention of
avoiding all risks and following the recommendations will not remove all such risk.
Ownership of information risks remains with the relevant system owner at all times.

CISA does not endorse any commercial product or service, including any subjects of
analysis. Any reference to specific commercial products, processes, or services by service
mark, trademark, manufacturer, or otherwise, does not constitute or imply their
endorsement, recommendation, or favoring by CISA.
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